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TTOJIOXKEHUE
IO OpraHU3aLMK | MPOBEACHUIO PaboT 110 00eCeYeHHIO OE30TaCHOCTH IIEPCOHATBHBIX TaHHBIX
npu ux 06paboTke B HHOOPMAIMOHHBIX cHCTEeMax nepcoHatbhbiX JanHbX KI'bY3 JIKKb

1. OBIUHUE MOJIOKEHUA

1.1. Hacrosiee Ilomoxkenue 1o opranusaidi U IPOBEACHUIO paboT 110 00ecreueHuIo
6e30IIaCHOCTH TEPCOHANBHBIX JAHHBIX [pU MX 00paborke B HMHPOPMALMOHHBIX CHCTEMax
nepconatbubix aaHHbIX KIBY3 JIKKbB (nanee — Ilosoxkenue) paspaboraHo B COOTBETCTBHMH C
desiepanpapiv 3akoHOM 0T 27 mionst 2006 r. Ne 149-03 «O6 nndpopmanuu, HHOOPMALHOHHBIX
TEXHOIOTHSAX 1 0 3aumTe nHGopMarun», PeaepaibtbiM 3akoHom ot 27 uroad 2006 r. Ne 152-03
«O nepcoHanbHBIX JAaHHBIX», I0ocTaHoBIenueM IlpaButenncta Poccuiickoit  dDexepannn
ot 15 centa6ps 2008 r. Ne 687 «OG6 yreepacunn [loaokenus o6 ocobenHocTsx 00paboTky
IEPCOHATLHBIX JaHHBIX, OCYIIECTBIACMON 0€3 WCIONB30BaHMA CPECTB ABTOMATH3ALNKY,
nocranoBieHueM IlpaButensctBa Poccuiickoit  ®egepauun ot | HosOps 2012 1. Ne 1119
«O6 yTBepiKIeHMM TpeOOBaHMil K 3allUTe [EPCOHAILHBIX [aHHBIX I[PH HX 00paboTke B
MHOOPMALIMOHHBIX CHUCTEMAX MEPCOHAIBHBIX IAHHLIX», MpHKasom DejepaibHoi CayxObl 110
TEXHMYECKOMY M DKCIOPTHOMY KoHTpoio ot 18 despais 2013 . Ne 21 «O0 yTBepiIcHUH
CocTaBa U cojiepXKaHus OPraHU3aIUOHHBIX M TEXHHUCCKHUX Mep 10 oecrneueHnio 6e30macHocT
IIEPCOHAIBHBIX JAHHBIX TpU UX 00paboTke B MHOOPMALMOHHBIX CHCTCMAX 1EPCOHATBHBIX
JIAHHBIX».

1.2. Ilens paspaborku HacTosAmero [1o10KeHHs — yCTaHOBIICHHUE TIOPs1Ka OpraHU3alluu U
npoBeieHns paboT Mo obecreyeHno 6e3011aCHOCTH MepCoHalbHBIX AannbiX (tatee — I1/ln) B
MH(OPMAIIMOHHBIX CHCTEMaX HepCOHaMbHbIX JaHHbIX (anee — MCI1JIn) KI'BY3 JIKKbD (nanee —
Vupex/eHne) Ha IPOTHKEHUH Beero sxusHeHHoro mukia MCTIIH.

2. TEPMUHBI U OIIPEJAEJTEHUA

2.1. B nacrosmem [TonoKeHUH NCTIOIb3YIOTCA CASAYIOIINUE TEPMUHBI U MX OLIPEICIICHUS:

HudopMauHOHHAS CHCTEMA NEPCOHAIbHBIX JAHHBIX — COBOKYITHOCTb COJACPIKAIINXCS B
0a3ax JAHHBIX IEPCOHAIBHBIX JHaHHBIX U 00ECIeUMBAIONMX MX 00pabOTKy MH()OPMALUOHHEIX
TEXHOJIOTUI M TEXHUYECKUX CPEJICTB.

KoH(HIeHIHAJBLHOCTh MEePCOHAIbHBIX JaHHBIX — 00f3aTEIbHOE IS COONOACHMUS
OMepaTopOM WM MHBIM MOJYYUBLIAM JOCTYII K HEPCOHAIBHBIM JIAHHBIM JHIIOM TpeOoBaHue He
JOIIyCKaTh MX pacrpocTpaHenne 6e3 corjlacus cyObekTa MepCoHaIbHBIX JaHHBIX WM HaJIWIHsA
MHOI0 3aKOHHOTO OCHOBAHUS, €CIT HHOE HE MPEIYCMOTPEHO (enepaibHbiM 3aKOHOM.

MeskceTeBOl JKpaH — JOKadbHOE (OJHOKOMITOHEHTHOE) WM  (PYyHKIMOHAIbHO-
pacrpe/ieleHHOe [IPOrpaMMHOE (IIPOrpaMMHO-aIIapaTHoe) CPEICTBO (KOMILICKC), peannsyloliee
KOHTPOJIb 3a HH(pOpMalMed, HocTynaromeid B MHQOPMAUMOHHYIO CHUCTEMY MEPCOHAIbHBIX
J@HHBIX U (MJIM) BRIXOASLICH U3 HHPOPMALIMOHHON CUCTEMBI.
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HecaHKUMOHMPOBAHHBIN AOCTYN (HECAHKIMOHMPOBAHHBbIE JAEWCTBHS) — JOCTYI K
uH(bOpMaLIMK WIH ASUCTBUS ¢ MHPOpMalMel, Hapylaollye MpaBuiia pa3rpaHUueHus J0CTyIa ¢
WCTIOJb30BAHMEM INTATHBIX CPEACTB, NPEJOCTABISIEMBIX HH(POPMAIMOHHBIMU CHCTEMAaMH
MEPCOHAIbHBIX JAaHHBIX.

O0padoTKa MepCOHAJILHBIX JAHHBIX — JCHCTBUS (ONEpalvu) C MePCOHATILHBIMU JIaHHBIMH,
BKJItOYass cOOp, 3amMch, CUCTEMATHU3ALMIO, HAKOIUIEHHE, XpaHEHHE, YTOYHEHHE (OOHOBIIEHUE,
W3MEHEHNE), H3BJICUCHHE, HCIOJIb30BaHUE, Nepenady (pacnpocTpaHEHUE, NPeIOCTaBIICHUE,
J0CTYII), OJIOKUPOBAaHUE, YAAJTICHUE, YHUUTOKEHHNE MEPCOHAIBHBIX TaHHBIX.

Oneparop — rocyIapCTBEHHBIM OpPraH, MYHULHNAJIBHBIA OpPraH, HOPUIAYECKOE WIIN
(bu3nuecKoe JUI0, CAMOCTOSTENHHO WM COBMECTHO C JIPYTUMU JUI[AMU OpPraHU3YIoLue U (1IIn)
OCYIIECTBIISFOIINE 00paOOTKY MEPCOHAIBHBIX JIAHHBIX, & TAK)KE OMPEIEISIIONINE 1IeJIn 00padOTKH
MEPCOHANTBHBIX JTaHHBIX, COCTAaB IMEPCOHAIBHBIX JAHHBIX, MOJIEKAIUX 00paboTKe, MEHCTBHS
(omepanuu), COBEpIIAEMBIE C IEPCOHATIBHBIMU JAHHBIMU.

Texnuueckne cpeacrBa HHGPOPMAIMOHHON CHCTEMbI MNMEPCOHAJBHBIX JAHHBIX —
CPEIICTBA BBIUMCIUTEIBHON TEXHUKH, WH(OPMAILIMOHHO-BBIYUCIUTEIbHBIE KOMIUJIEKCHI U CETH,
CpeIICTBA U CHCTEMBI mepenaun, npruema u oopadborku [1/[H (cpeacTBa u cucteMbl 3ByKO3aIUCH,
3BYKOYCWJIEHHSI, 3BYKOBOCIPOM3BEJICHHUS, IIEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA,
CpEeACTBAa M3TrOTOBJIEHUS, THUPAXKUPOBAHUS JIOKYMEHTOB M JpPYrH€ TEXHUYECKHUE CpEeJICTBA
00paboTKH peueBoil, rpaduueckoii, Buaeo- 1 OyKBeHHO-IIM(POBOI HHPOPMALINH), TPOTPaMMHBIE
cpencTBa (OMEpalMOHHbIE CHCTEMBI, CUCTEMBl YMpaBieHHs 0a3aMH NaHHBIX U T.II.), CPEACTBA
3alUThl UHPOpMAIUH).

IlepconanbHble AaHHBIE — TI00ast MHPOPMALKA, OTHOCSIIASCS K MPSIMO WM KOCBEHHO
OTpeIeIECHHOMY UJIU OTIpeAeNiieMoOMy (PU3NYecKoMY ULy (CyOBEKTY NepPCOHANTbHBIX TaHHBIX).

IHosb30BaTesib HHMPOPMANUOHHOM CHCTEMbI MEPCOHAJBHBIX [JdAHHBIX — JIHIO,
ydacTBymoIee B (QYHKIIMOHUPOBAHWU MH()OPMAIIMOHHON CHUCTEMBI NMEPCOHANBHBIX NAHHBIX WIIH
MCIIOJIb3YIOIIIee PEe3YJIbTaThl €€ (PYHKIIMOHUPOBAHMS.

Pecypc uHpOpMANHOHHOW CHCTeMbI — HMMEHOBAHHBIMA 3JIEMEHT CHCTEMHOTO,
MPUKIAIHOTO WK alapaTHOTO o0ecrieueHus] PyHKIMOHUPOBAHMS HH()OPMAITMOHHON CHCTEMBI.

CpeacTBa BBIYMCIUTEIBHON TEXHUKH — COBOKYIMHOCTh ITPOTPAMMHBIX U TEXHUYECKHUX
3IIEMEHTOB CHCTEM OOpabOTKH JaHHBIX, CHOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSITENIFHO HIIU B
COCTaBE APYIUX CUCTEM.

Yrpo3bl 0€30MaCHOCTH MEePCOHATBHBIX JaAHHBIX — COBOKYIHOCTh YCJIOBHH U (haKTOPOB,
CO3JAIOIIMX OIIACHOCTh HECAaHKIMOHMPOBAHHOIO, B TOM YHCIE CIIy4alHOIO, JOCTymna K
MIEPCOHAIBHBIM JIaHHBIM, PE3YJIbTaTOM KOTOPOrO MOKET CTaThb YHUYTOXXEHHE, H3MEHEHHE,
ONMOKHpOBaHME, KOMHPOBAHWE, PACIPOCTPAHEHHE IEPCOHANBHBIX JMJAHHBIX, a TaKKe HHBIX
HECAHKIIMOHUPOBAHHBIX JEHCTBHI Tipu uX 00paboTke B HHMOPMAIIMOHHOW CHUCTEME
MEPCOHAJIBHBIX JAHHBIX.

YHUUYTOKEeHHE NMePCOHAIBHBIX JAHHBIX — JICUCTBUSI, B pE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOYKHBIM BOCCTAHOBUTH COJIEPKAHHE MEPCOHANBHBIX JaHHBIX B MHPOPMAIIMOHHON CUCTEME
MIEPCOHAIBHBIX JAHHBIX U (W) B PE3YJIbTaTe KOTOPBIX YHUUTOXKAIOTCS MaT€pUaIbHbIE HOCUTEIH
MEPCOHATBHBIX JTAHHBIX.

YpoBeHb 3aIIMINEHHOCTH NEPCOHAJBbHBIX JAHHBIX — KOMIUIEKCHBIN IIOKa3aTelb,
XapaKTepu3yIoluid  TpeOOBaHMsI, MCIOJHEHUE KOTOPBIX OOECre4YrBaeT HEHUTpaTU3alHio
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OINPENENCHHBIX yrpo3 O€30MacHOCTH TMEpPCOHANBHBIX MJAHHBIX NpU HUX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMAX MEPCOHANBHBIX JaHHBIX.

Yreuka  (3ammmiaeMoil) HHPOpPMANIUMM 1O  TEeXHHMYECKHM  KaHajJlaM  —
HEKOHTPOJIMPYEMOE pacHpocTpaHeHne MHPOpMalud OT HOCHUTENS 3aluiaeMoil HHQOopManuu
yepe3 (U3MUECKYI0 Cpely J0 TEXHHYECKOTrO CpEelICTBA, OCYILECTBISIONIEr0 TMepexBaT
uH(OpMAITIH.

LenocTHocTh MH(OPMANUM — CIIOCOOHOCTH CPEACTBA BBIYUCIUTENBHOW TEXHUKHU WU
WH(POPMAIIMOHHON CUCTEMBI 00eCTIeunBaTh HEU3MEHHOCTh HH(POPMAINH B YCIOBUSAX CIIY4aHOTO
Y (A1) MPEIHAMEPEHHOTO UCKAXXEHUS (Pa3pyLLIEHUS).

3. HOPAJOK OPTAHU3ALIUU U ITPOBEJIEHUSA PABOT IO OBECIHHEYEHUIO
BE3OITACHOCTHU INEPCOHAJIBHBIX TAHHBIX

3.1. Tlox opranmszamueit obecrneyenus 6e3omacHoctu [1/[n mpu ux obpadorke B UCIIH
MOHUMaeTcsl (POPMUPOBAHUE M peanun3alus COBOKYIMHOCTH COTJIACOBAHHBIX MO LEJIH, 3a/Jayam,
MECTY U BpPEMEHHM OPraHU3alMOHHBIX U TEXHUYECKUX MEPONPUSITUHN, HAMpaBICHHBIX Ha
MUHUMU3ALMIO yiepba OT BO3MOXKHOW peanuzanuu yrpo3 6esomacHoctu I1/1H, peanusyembix B
paMKax CO3/1aBa€MOM CUCTEMBI 3alllUThl NEPCOHAIBHBIX AaHHBIX (Hanee — C3I1/H).

3.2. C3II[In BxmrowaeT B ce0S OpraHU3alMOHHBIE W (WJIM) TEXHUYECKHE MEpHI,
OTpeZieNIeHHbIE C YYeTOM aKTyallbHbIX yrpo3 O6e3zonacHoctu [1/1H, ypoBHs 3ammmenHoctu [1/1H,
KOTOPBI HEOOXOAMMO o00ecreunTh, W HWHGOPMAIMOHHBIX TEXHOJOTHH, HCIONb3YEeMbIX B
WH(OPMAIIMOHHBIX CUCTEMAX.

3.3. besomacHocth [1/]n mpu ux obpadbotrke B MCII[H obecneunBaeT YupexiacHue WiIn
U0, ocymecTBistomee o0padorky [IJ[H mo mopydeHuto VYupexIeHus Ha OCHOBaHUU
3aKJII0YAaEMOr0 € 3TUM JIULIOM JOroBopa (fajee — YNOJIHOMOYEHHOE JHI0). JloroBop Mexay
VYupexaeHueM U YHOJHOMOYEHHBIM JIMIIOM JIOJDKEH TpelycMaTpuBaTh  OO0S3aHHOCTH
YIIOJTHOMOYEHHOTO Jiniia obecrieunts 6e3omacHocTh [1/1H npu ux o6paboTke B mHPpOpMAITMOHHON
CUCTEME.

3.4. Bwi6bop cpencts 3amuthl uHpopmarmu s C3I1H ocymecTBisieTcss YupexkaeHueM
B COOTBETCTBMHM C HOPMATHBHBIMHU MPABOBBIMU aKTamH, NpUHIATHIMU DenepanbHoil ciyk00it
6e3onacHoctu Poccuiickoit @enepannu (manee — ®Chb Poccun) u denepanbHoil ciry)00it 110
TEXHUYECKOMY M JKCHopTHOMy KoHTpoito (maiee — OCTOK Poccunm) Bo ucnoisHeHue
denepanbHOro 3akoHa «O MEePCOHANTBHBIX JaHHBIX».

3.5. Crpykrypa, coctaB u ocHoBHbIe ¢yHKIMH C3I1/IH onpenenstoTcst ucxoas U3 ypoBHS
samunierHocty [1/1a mpu ux o6padotke B UCII/IH.

3.6. C3IIIH co3maeTcs B TpH 3Tana:

Oran 1. IIpeanpoextaoe obcnenoBanne UCII/Ix n pazpaboTka TEXHUYECKOTO 3aaHUs HA
coznmanue C3I1/1H.

Oran 2. IlpoektupoBanue C3IIdH, 3akymnka, ycTaHOBKa, HACTpOWKa HEOOXOIMMBIX
CPECTB 3aIUTHl HHPOPMAIIHH.

Oran 3. Beoxg UCIIu ¢ C3I1/JJH B 3KkcruTyaTamuto.

3.7. Dran 1. IlpoBenenue mpeanpoeKTHOTO oOcienoBaHusl U pa3paboTka TEXHUYECKOTO
3aganus Ha cozmanue C3I1/H.

3.7.1. Ha3nauyeHue OTBETCTBEHHOTO 3a opraHu3aiiio oopadborku [1[1n Yupexaenuem.
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3.7.2.  Ompenenenne neneit oopadorku [l Yupexnenuem.

3.7.3.  Omnpenenenne nepeudss UCIIIn Yupexnenus u cocraBa [11H, o6padaThiBaeMbIx
B UCII/H.

3.7.4. Omnpexnenenue nepednst oopadaTeiBaeMbIXx YupexaeHuem [1/1H.

3.7.5.  Omnpenenenue cpokoB 00padoTku u xpanenus [1/1H, ucxoas us TpedoBaHus, 4TO
[I[ln HE MOKHBI XPaHHUTHCA AOJBIIE, YeM 3TOro TpeOyroT meiau obpaborku stux [1/1H, mo
TOCTHKEHUIO KOTOphIX [1/IH moasie’kat yHUUTOKEHHUIO.

3.7.6.  Omnpenenenue mnepeuHs ucnonb3dyemblx B MCIIJIH (mpennaraeMbix K
ucnonb3oBaanio B UCIIJIH) o0mecucTeMHBIX U IPUKIIAIHBIX POTPAMMHBIX CPEJICTB.

3.7.7. Onpenenenne pexxumoB o6padotku I[1[In B UCIIJIH B 11emoM U B OTAEIbHBIX
KOMITOHEHTAX.

3.7.8. HasnaueHue OTBETCTBEHHOro 3a obOecreueHue Oe3omacHoctu I1/ln B MCIIdH
(manee — OTBETCTBEHHBIN) ISl pa3paOOTKU M OCYIIECTBIICHUS TEXHUYECKHX MEPOINPHUSATUN MO
opranuzanuu u obecneuenuto 6eszomacnoctu [1{n mpu ux odbpadotke B UCIIH.

3.7.9. Ha3naueHue OTBETCTBEHHOIO MOJIb30BATEISI KPUNITOCPEACTB, 0OECIIEUNBAIOIIETO
GyHKIMOHUpPOBAaHWE M 0€30MacHOCTh KPUNTOCPEACTB, MpEIHAa3HAUYEHHBIX Mg OOecrnedeHus
6e3omacuoctu [1J[H. YTBepkaeHue mepeyHs Jinil, JOMYIICHHBIX K paboTe ¢ KPUNTOCPEACTBAMH,
npeaHa3HaueHHbIMU g oOecrieueHust OeszomacHoctd [IJln B UCII[IH (momws3oBateneit
KPUITOCPEACTB).

3.7.10. Ormpenenenue mnepeuHs NoMeleHud, B KoTopblx pasmemieHsl HCIIAH u
MarepualibHble HocuTenu [1/1H.

3.7.11. Omnpenenenue koHpurypanuu u Tornonoruu UCIIJIH B 11e710M ¥ UX OTIEIBHBIX
KOMITOHEHT, (PU3NYeCcKuX, (DYHKIMOHAIBHBIX M TEXHOJOIMYECKHX CBA3€H KakK BHYTPH 3THUX
CUCTEM, TaK U C IPYTUMH CUCTEMaMU Pa3JIMYHOTO YPOBHS U HA3HAUEHUSI.

3.7.12. OmnpeneneHue TEXHUYECKUX CPEACTB M cucteMm, ucnonbdyembix B WCIIH,
BKJIFOYAs YCJIIOBHS UX PACIIOIOKECHHUS.

3.7.13. ®opmupoBanue Texunueckux nacnopros UCII/IH.

3.7.14. Pa3paboTka OpraHHU3AIMOHHO-PACIIOPSIIUTEIBHBIX JOKyMeHTOB (nanee — OPJ]),
peraaMeHTUPYIOIIUX mpolecc 00padoTku u 3auuThl [1/1H:

— [Monutrka B oTHOMIEHNH 00PAOOTKH MTEPCOHANLHBIX JaHHBIX;

— MHceTpykuuu (OTBETCTBEHHOTO 3a opranusanuio oopabotku I1JIH, OTBETCTBEHHOTO 3a
obecneuenne Oe3omacHoctu [IJln B HMCII[H, mnonw3oBatens MCIIJIH, OTBETCTBEHHOIO
MOJIb30BATENSI KPUIITOCPEICTB);

— Paznen AOMKHOCTHBIX MHCTPYKIMHM COTPYJHUKOB YUpPEKIEHHUS B 4YaCTH OOECHECUECHHs
6e3omacuoctu [1/[H mpu ux 06paboTKe, BKIIOYas yCTAHOBJICHHE IMEPCOHATLHON OTBETCTBEHHOCTH
3a HapyImeHus npasui oopadbotku [1/1H.

3.7.15. Tlomyuyenue (mpu HEOOXOAUMOCTH) corjacus Ha oOpabotky IIJIH cyObekTom
[111, nognmucanue oOs3aTeNbcTBa O coOMoAcHNH KOHpuAeHIHaIbHOCTH [1/IH corpynHukamu
YupexaeHus.

3.7.16. VYtBepxaeHue (opMm yBemomieHuir cyowekToB IIlH u ¢opm KypHaoB,
HEOOXOIUMBIX B LIeJIIX oOecrneueHus oe3onacHoctH I1/1x.

3.7.17. Omnpenenenune ypoBHs 3amntuiieHHocTd [IJIH mpu ux o6padotke B WMCII[IH B
COOTBETCTBUU ¢ TpeboBaHusMu moctaHoBieHus IlpaBurensctBa Poccuiickoit dDenepanuu



5
otT 1 HostOpst 2012 1. Ne 1119 «O06 yTBepx)aeHnn TpeOOBaHMIA K 3aIIUTE MEPCOHATBHBIX JaHHBIX
npu X 00paboTke B HH(POPMALMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JAHHBIX» (IIOATOTOBKA U
YTBEpXKICHUE aKTa onpeaesieHus: ypoBHsa 3amuimenHoctu [1J{x npu ux obpadotke B UCITH).

3.7.18. Omnpenenenne Tuma yrpo3 Oe3zomacHoctd  [IJ[H, aKkTyaJpHBIX IS
MH(OPMALIMOHHON CHUCTEMBI, C YYETOM OLEHKM BO3MOKHOTO Bpela B COOTBETCTBUU C
HOPMATUBHBIMUA TIPABOBBIMU AaKTaMU, HOPUHATHIMU BO wucnonHeHue DenepanbHOro 3akoHa
«O mepcoHanbHbIX JMaHHBIX» OT 27 urosst 2006 r. Ne 152. Ompenenenue yrpo3 0€30MacHOCTH
[Tz B xoHkpeTHbIX ycnoBusax (ynkumonupoanus WCII[r (paspaboTka Mopeneit yrpos
6e3omacuoctu [1/[a mpu ux obpadorke B UCII/IH).

3.7.19. ®opmupoBaHHe TeXHUYECKOTo 3a1aHus Ha pa3paborky C3II/IH mo pe3ynabTaTam
MPEANPOCKTHOTO 00CIeA0BaHUsS HA OCHOBE HOPMATHBHO-MeTOMW4YecKux MokymeHToB DCTOK
Poccun u ®CBH Poccum ¢ ydyeToM YCTaHOBJIEHHOTO YpOBHS 3auiuineHHoctd IIJIH mpu ux
obpaborke B UCII/IH.

Texauueckoe 3ananue Ha pa3padotky C3II/IH 10KHO coaepKaTh:

— obocHoBanue pazpadborku C3I1/1H;

— UCXOJIHbIe JaHHble co3aaBaemoil (MoaepHusupyemoir) HMCII[IH B TexHUYECKOM,
MPOrpaMMHOM, HHGOPMAIIMOHHOM M OPTaHU3AIIMOHHOM acTeKTaX;

— ypoBens 3amuieHnocty [1/{x mpu ux o6padotke B UCIIH;

— CCBUIKY Ha HOpPMATUBHBIE JOKYMEHTHI, C YYETOM KOTOPBIX OyaeT pa3padaThiBaThCs
C3I11H, n npuauMatbes B 3kcruryaTanuio UCIIH;

— KOHKpeTHu3a1uio Meponpustuii u tTpedosanuii k C3I1/1H;

— COCTaB M cojiep kaHue padoT mo sTamam paspadorku u BHeaperus C3I1/1H;

— MepeueHb MPEJIoJIaraeMbIX K MCIHOJIb30BAHUIO CEPTU(MUIIMPOBAHHBIX CPEACTB 3allUTHI
nH(popManuu.

3.8. Oran 2. IlpoexktupoBanue C3II/IH, 3aKkynka, ycTaHOBKa, HACTPOlKa M ONbBITHAs
AKCIUTyaTalus HeOOXOAUMBIX CPECTB 3aUIUThl MH()OPMALIUH.

3.8.1. Cozmamme C3II[In sBasieTcss HEOOXOAMMBIM  YCIOBHEM  OOecIedeHUs
6e3omacHoctu [1/lH, B TOM ciydae, eciny CyMIECTBYIOIIME OPraHU3AI[MOHHBIE M TEXHUYECKHE
Mepbl obecriedeHHss O€30MacHOCTM HE COOTBETCTBYIOT TpEOOBaHUAM K OOECHEYEHHIO
6e3omacuoctu [1J[H must cooTBeTcTBYIOMEr0 ypoBHs 3amuiieHHoctr [1/[n mpu nx o6paboTke B
NCTIdnH u (nin) He HEUTpaIu3yroT BcexX yrpo3 6e3onacHoctu [11u ans nannoit UCIIdH.

3.8.2.  Texnuueckue Mepsl 3auuThl [IJ[H npeanonararoT UCHOIb30BaHUE TPOTPAMMHO-
amnmapaTHBIX cpeAcTB 3amuThl nHpopmanuu. [Ipu obpadotke [1/IH ¢ mcnonap3oBaHMeM CpeacTB
aBTOMATHU3aI[MU NPUMEHEHUE TEXHUYECKUX MEp 3alllUThl SBISETCS 00s3aTEeNbHBIM YCIOBHUEM, a
UX KOJIIMYECTBO M CTEMEHb 3AIIUTHI OMpPENEsieTCS B MPOLECCEe MPEANPOSKTHOTO 00CIeTOBaHMS
WH(OPMAIIMOHHBIX pecypcoB YupexaeHus. [IpuMeHeHHe TEXHHYECKHX Mep JODKHO OBITh
pErIaMEHTUPOBAHO JIOKAJIbHBIM aKTOM Y UpPEKIEHUS.

3.8.3.  CpenctBa 3amuthl nHopmarmu, npumensembie B UCIIJIH, B ycTaHOBIEHHOM
MOPSAKE TMPOXOJIAT MPOLEAYPY OLEHKH COOTBETCTBHUSA, BKIIIOYAs CEPTH(PHUKAIINIO HA COOTBETCTBHUE
TpeOOBaHUAM MO O€30MTaCHOCTU UH(POPMAIIHH.

3.8.4. Ha cramguu mnpoextupoBanuss u cozganuss C3I[[u nns UCI A VYupexnenus
MIPOBOJISATCS CJIENYIOIINE MEPOIIPUATHUSA:

— pa3paboTtka Texuuueckoro npoekra C3I1/IH;
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— npuobpereHue (Ipu HEOOXOAUMOCTH), YCTAHOBKA M HACTPOMKA CEPUIHO BBITYCKAEMbBIX
TEXHUYECKHUX CPeCTB 00pabOTKH, epeaadn U XpaHeHus: HH(OpMALIHH;

— pa3paboTka MEpPONPUATHH T10 3alTUTe HHPOPMAIIUU B COOTBETCTBUU C TIPEIBSIBISIEMbIMU
TpeOOBaHUSAMH;

— npuoOpeTeHrne, YCTaHOBKA W  HACTpOilka CcepTU(PUIMPOBAHHBIX TEXHUYECKHUX,
MPOrPaMMHBIX U MPOTPAMMHO-TEXHHYECKHX CPEICTB 3aIIUThl WH(GOPMAIMH, B TOM YHCIe (IPU
HEO0OXOIMMOCTH) CPEACTB KpUNTOrpaduuecko 3amuThl HHGOpMAINY;

— peanuzanus  pa3pelIuTeabHOM  cuctembl goctyna noab3oBatenet  UCIa
obpabareiBaemoii B UCII/In nndopmaruy;

— MOATOTOBKA 3KCIUTyaTallMOHHOM JOKYMEHTAIlMM Ha MCHOJb3yEeMbI€ CPEICTBA 3aIIUTHI
uHbOpMaINH;

— KOPPEKTUPOBKA (JIOMOJHEHUE) OPTraHU3ALMOHHO-PACIOPAIUTEIIBHON JTOKYMEHTALMU B
YaCcTH 3aIUThl HHPOPMAIUH.

3.9. Oran 3. Beoxg UCITn ¢ C3I1/IH B IpOMBIIIJIEHHYO 3KCIUTYaTaIHIO.

3.9.1. Ha craguu BBoga B UCIIInH (C3I1JH) ocyuiecTBAsSIIOTCS:

— OMBITHASL JKCIUTyaTallds CPEACTB 3alllUThl MHQOpPMAIMU B KOMIUIEKCE C JIPYTHUMHU
TEXHUYECKUMH W TMPOTPAMMHBIMH CPEICTBAMH B IENISAX MPOBEPKU UX PadOTOCTIOCOOHOCTH B
coctaBe CIIIx (mpu HEOOXOIUMOCTH);

— MPUEMO-CAATOYHbIC WCHBITAHUS CPEICTB 3alIUThl HHPOPMAIMKM TIO pe3yibTaTam
OTIBITHOM AKCIUTyaTanuu (MIPy HEOOXOAMMOCTH);

— KOHTPOJIb BBITIOJIHEHUS TpeOOBaHUM (BO3MOXKHO MPOBEICHNUE JAHHOTO KOHTPOJISI B BUJIE
aTTecTanuu 1o TpedoBanusaM 6e3omacHoctu [1/[H).

39.2.  KoHTponap 3a BBHIIOJHEHHWEM HACTOAIIUX TPEOOBAHMI OpraHU3YyeTCsS WU
MPOBOAUTCS  YUpexXAeHUEM (YHNOJIHOMOYEHHBIM JIMLIOM) CaMOCTOSTEIbHO U (WJIH) C
MPUBJICYEHUEM HAa  JIOTOBOPHOW  OCHOBE HOPUAMYECKUX JHUI W  HUHJIUBUAYAJTbHBIX
peAnpUHUMATEIEH, UMEIOIINX JULEH3UI0 Ha OCYIIECTBICHUE ACATEIBHOCTH MO TEXHUUYECKOM
3anuTe KoH(puaeHIManpHOW HH(popManuu. YKa3aHHBI KOHTPOJIh MIPOBOAUTCS HE pexke 1 pasza B
3 roa B CpOKH, OIpeesieMble YupexeHueM (YIIOJHOMOYEHHBIM JIMIIOM).

4. MIPOBEJEHUE PABOT 1O OBECIHHEYUEHUIO BE3OITACHOCTU
HEPCOHAJIBHBIX TAHHBIX

4.1. Pabotel mo obGecneuenuto Oe3zomacHocTH IIJI[H TPOBOASTCS B COOTBETCTBUHU C
[TInanom Mepornpusituii o 3amure nepcoHanbHbix TaHHBIX (IIPMJIOXKEHUE Ne 1). BuyTpennue
MPOBEpPKH pexuma 00paboTku u 3amuThl [IJ]IH YupexaeHueM mpoBOISTCS B COOTBETCTBUU C
[InaHOM BHYTPEHHHMX WIPOBEPOK pekuMa OOpabOTKM W 3alUTHl TEPCOHAIBHBIX JaHHBIX
(ITPUJIOKEHUME Ne 2). Ilo pe3ynbraraM MHpOBEAEHHUS BHYTPEHHEH NPOBEPKU COCTABIIAETCA
Otder O pe3ynbTaTax MPOBEACHUS BHYTPEHHEW NPOBEPKU pexXuUMa OOpaOOTKM W 3aIlUTHI
nepcoHanbHbIX TaHHBIX B KI'BY3 JIKKB (ITPUJIOXKEHUE Ne 3).

4.2. Kontpomb 3a mpoBeaeHHEM paboT mo obecnedennro Oe3zomacHoctu [1J[H
OCYIIECTBJIIET OTBETCTBEHHBIM 3a opraHuzanuio o0pabotku [IJ[H B BHUAEe METOIMYECKOTO
PYKOBOJICTBA, ydacTusi B pa3paborke TpebGoBaHuil mo 3amurte [1/[H, opranuzamuu paboT mo
BBISIBICHUIO BO3MOXHBIX KaHAJOB YTE€YKM WH(MOpPMAIWK, COTJIACOBAaHUS BHIOOpA CPEICTB
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BBIYUCIIUTEILHON TEXHUKU U CBS3U, TEXHUUECKUX U MPOTPAMMHBIX CPEACTB 3allUTHI, y4aCTUS B
onenke cootBercTBHs UCII/IH Yupexaenus tpedboBanusim 6e3omacHoctr [1J[H.

4.3. Tlpu HEoOXOAMMOCTH K MPOBEACHHUIO PaboT mo obecmnedeHuto OezomacHocTH [1][H
MOT'YT TIPUBJIEKAThCS CHEHUAIM3UPOBAHHBIE oOpranusanuu, umewnme auneHsnto OGCTIOK
Poccun Ha ocymiecTBieHUE ACATEIBHOCTH TIO TEXHUUYECKOW 3aluTe KOH(HICHIIMAThHOM
uH(pOpMAITIH.

4.4. B coorBerctBuu ¢ IloctanoBnenuem IlpaButenbctBa Poccuiickoit Denepanuu
ot 16 ampenst 2012 r. Ne 313 «O06 yrBepxknenun [lomoxxeHns o NHIICH3UPOBAHUH JCSITEIIBHOCTH
Mo pa3pabOTKe, MPOU3BOJICTBY, PACIPOCTPAHEHUIO MMHUMPOBATHHBIX (KPUNTOrpaUIECKIX)
CpeAcTB, WH(OPMAIIMOHHBIX CHUCTEM M TEJICKOMMYHUKAIIMOHHBIX CHCTEM, 3allUIICHHBIX C
WCIIOJIb30BAaHMEM MHU(PPOBATBHBIX (KpUNTOTPAQUUECKUX) CPENCTB, BBIMOTHCHUIO paloT,
OKa3aHWIO yCIyr B oOnactu mmdpoBanus WHOOPMAIUH, TEXHUYECKOMY OOCIYKHBAHHUIO
UG poBaIbHBIX (kpunTorpadUUECKuX) CpEACTB, WH(pOPMAIIMOHHBIX CHUCTEM u
TEJICKOMMYHHUKAIITMOHHBIX ~ CHCTEM, 3alllUIICHHBIX C  HCIOJh30BAaHUEM  IIH(PPOBATHLHBIX
(kpunTorpaduuecKux) CpeACTB (32 MCKIIOYEHHUEM Ciydas, eClIU TEXHHYECKOEe OOCTy>KMBaHUE
U (pOBaTbHBIX (kpunTorpadUIECKuX) CPEACTB, WH(pOPMAIIMOHHBIX CHUCTEM u
TEJICKOMMYHHUKAIIMOHHBIX ~ CHCTEM, 3alllUIICHHBIX C  HCIOJIh30BAaHUEM  IIH(PPOBATHLHBIX
(kpunTorpaUuecKux) CpEICTB, OCYIIECTBIACTCS sl oOecrnedeHus] COOCTBEHHBIX HYXI
IOpUJIMYECKOT0 JIMIAa WM HWHIUBUAYAJIbHOTO MpEANpPUHUMATENA)», OpU HEOOXOAUMOCTH
ucnonb3oBanus npu cosznanuu C3IIIH cpenctB kpunrorpadudeckoil 3ammTel HHOOPMAIIN K
MpoBeZicHUI0 paboTr 1o obecneueHuto Oe3omacHocTH [IJIlH  Yupexaenuiro HE0OXOAUMO
NpUBJIEKaTh CHEUAIM3UPOBAHHbIE oOpraHu3auuu, uMmeromue auneHsun @OCb Poccum Ha
OCYIIECTBIICHHE PabOT MO PACHPOCTPAaHEHUIO MUEGPOBATBHBIX (KpUNTOrpadUUEeCKUuX) CPEICTB,
MpeAHA3HAYCHHBIX IS 3alluThl HMH(QOpMAIMH, HE COJEp)KAIlel CBEIACHHUS, COCTABJISIOIIHEC
TOCY/IapCTBEHHYIO TaliHy, Ha OCYIIECTBJICHHE TEXHUYECKOTO OOCTY)KMBaHHS MH(PPOBATHLHBIX
(kpunTorpaduuecKux) CpeICTB, HAa OCYIIECTBIEHHE padOT MO OKa3aHUIO yCIyr B objactu
mudpoBanus WHOOPMAIMKM, HE COJCPXKANIUX CBEICHUH, COCTABISIIONINX TOCYIapCTBEHHYIO
TalHYy.

S. MOPAJOK PE3EPBHOI'O KOIIMPOBAHUS 1 BOCCTAHOBJIEHUSA

NHOOPMAIIMU B UTHOOPMALIMOHHBIX CUCTEMAX YYPEXXJIEHUSA

5.1. Hacrosmmii nopsaok omnpeznenser NpaBujia IPOBEICHUS PE3EPBHOIO KONMUPOBAHUS
naHHbIX, 00padaTeiBaembix B UCIT /I Yupexaenus.

5.2. lenpio pe3epBHOTO KOMMPOBAHUS SBISETCS MPEAOTBPALICHHE MOTEPU UHPOPMAIIH
npu c60sx 000pyAOBaHUS, NPOTrPAMMHOTO OOecredeHHs, B KPUTHUECKUX U KPHU3UCHBIX
CUTYyalUsX U T.[.

5.3. PesepBHOMY KONMHMPOBAaHMIO MOANESKUT HMHPOpMmanusa, oOpadartsiBaemass B NMCIIdn
YupexaeHus.

5.4. B YupexaeHuu A0KHA ObITh pealn30BaHa [IEHTPAIU30BaHHAs CUCTEMA PE3EPBHOIO
KOIIMPOBAHMSI.

5.5. Cucrema pe3epBHOrO KOIUPOBAaHUS JOJDKHA OOECHeunBaTh IPOU3BOAUTENBHOCTD,
JOCTAaTOYHYIO [UIsl COXpaHEHWs WH(OpPMAalMKW B YCTAHOBIEHHBIE CPOKHM W C 33JaHHOM
NEPUOJUYHOCTBIO.
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5.6. Tlepen BBINOJHEHUEM MPOLEAYP PE3EPBHOTO KONMPOBAHMS WIIM BOCCTAHOBIICHUS
MH(OPMALIMK U TPOTPAMMHOIO 00ECTIeUeHUsI CPEICTB 3aIUTH HEOOXOAMMO MTPOBECTH MPOBEPKY:

— JIOCTYIIHOCTH PE€3€pBHOI0 HOCUTEISI, JOCTATOYHOCTH CBOOOJHOTO MECTa B XPAHWJIMLIE
JUIS1 3aIUCH WJIA BOCCTAHOBJICHHUS IAHHBIX;

— paboTOCIIOCOOHOCTH CPEICTB PE3EPBHOTO KOMMMPOBAHMUS M BOCCTAHOBIICHHS;

— FOTOBHOCTH WH(GOPMAIIMOHHBIX PECYpPCOB K OCYIIECTBICHHIO MX PE3EPBHOTO
KOIUPOBAHHUSI WJIK BOCCTAHOBJICHUS;

— 3aBepmenust pabotsl [10 u mporeccoB, CIOCOOHBIX MOBIUATH HA TMPOIECC CO3TAHUS UITU
BOCCTAHOBJICHHUSI KOTIUH.

5.7. Pacnucanue npoBeaeHUs] Pe3€PBHOIO KOMUPOBaHUS onpenensiercs OTBETCTBEHHBIM.

5.8. Pe3epBHoe komnupoBaHue NPOBOAUTCS (OTBETCTBEHHBIM M PETUCTPUPYETCS B
Kypnane pesepBHoro konupoBanus u BoccraHoBieHus nadopmaruu (I[TPUJIOXEHUE Ne 4).

5.9. Ilepeyenp MH(POPMALMOHHBIX PECYPCOB, MOJUICKAIIUX PE3EPBHOMY KOMHPOBAHHUIO,
BpeMs U JjaTa CO3/JaHMs KOIUH, TOMETKH 00 YCIIEIIHOM/HEYCIIEIIHOM 3aBEPILICHUH, a TaKKe, IPU
HEOOXOAMMOCTH, KOMMeHTapui OTBETCTBEHHOTO 3aHOCATCS B JKypHan pe3epBHOTO KOMMPOBAHHUS
¥ BOCCTAaHOBJICHHS HH(OpMauy.

5.10. B cnyvae BwisiBieHHs] HapymieHuid OTBETCTBEHHOMY HEOOXOIMMO B KpaTdaiiiiue
CPOKHM YCTpPaHUTb HEUCHPABHOCTU B CHUCTEME PE3EPBHOIO KONUPOBAHMS U BOCCTAHOBUTH
paboTOCTIOCOOHOCTH MOJICUCTEM B IITATHBIN PEKUM PaOOTHI.

5.11.O BBIABIECHHBIX MOMNBITKAX HECAHKIMOHUPOBAHHOIO JOCTYIa K pe3epBUPYEMOU
uHpOpMAIH, a TAKKE€ WHBIX HApyMIEHUSIX WH(POPMAIIMOHHONW 0€30MacHOCTH, MPOU3OMIEANINX B
mporecce pe3epBHOro KomupoBaHUsi, OTBETCTBEHHBIM COOOIIAET PYKOBOACTBY YUpPEKICHUS
HEMEJIEHHO.

5.12. OTBETCTBEHHBIN JTOJIKEH KOHTPOJIMPOBATH MPOBEACHHUE PE3EPBHOIO KONMHUPOBAHUS B
LeJIsIX BBIMOJIHEHUsI TpeOOBaHUH O 3aIIuTe HH)OPMALIUH.

5.13.B cmyuae oOHapyXeHHs OIIMOKH pPE3epBHOTO KomupoBaHUs (OTBETCTBEHHBIH
BBITIOJTHSET MIOBTOPHOE KOMMPOBaHUE WH(OPMAIIMU BPYYHYIO B MAaKCHMAaJIbHO CXKAThle CPOKH, HE
Hapylias TeXHOJIOTHYECKHe MpOoIecchl 00paboTki MHGOPMALIUU MOJIb30BATENIAMH Y UPEKICHUS,
B JKypHan pe3epBHOTO KOMHPOBaHHWS M BOCCTAHOBIEHUS HH(MOPMAIMM  3aHOCSTCA
COOTBETCTBYIOLLIME OTMETKH.

5.14. XpaHeHue pe3epBHBIX KOMUN [AHHBIX OCYIUECTBISETCS HA CMEHHBIX HOCHUTENSX
uHpopmarmu (CD/DVD, BHemHne KeCTKHE TUCKU U T.I1.), IPOMapKUPOBaHHBIX OTBETCTBEHHBIM
B COOTBETCTBUM C PACIHCAHUEM pPE3EPBHOIO KOMUPOBaHUs. MapKHpOBKa [IOJDKHA COAEPKATh
HOMEp KOmuH, AaTy ee coznanus, HaumeHoBanue MCII/IH.

5.15. Ucnonp3oBanne HocHUTeNe WHGOpPMAUU TpPU PE3EPBHOM XPAHEHUHU JIOIDKHO
MOAYMHATECA TPHUHIUITY POTALMM HOCHUTENEW, IpPU KOTOPOM JUIsl 3allMCH TEKYIIeH KOMUu
HCMOJIB3YETCA HOCUTEND C CAMOM paHHEW 1aTOW CO3JaHUs NPEABIAYILIEH KOIUH.

5.16. Cpox xpaHeHMs pe3epBHBIX KOMUil onpenesiercs OTBETCTBEHHBIM.

5.17. OuncTka ycTapeBIIMX PE3EPBHBIX KOMHMI M3 XPaHWIWILA AOJKHA IPOU3BOAUTHCS
OTBETCTBEHHBIM pPETYJISPHO IO MEpE 3alOJHEHUS BBIIEICHHOW OOJacTH MaMATH WM 110
HCTEUYEHUH MTPEAYCMOTPEHHOIO CPOKA XPaHEHUS.

5.18. Ypanenue pe3epBHBIX KOMWWA i TMOBTOPHOIO  HMCIOJB30BAHMSI  HOCHUTENS
uHpopMaIyu 100 OKOHYATEIbHOE yAaleHHe MPOU3BOUTCS OTBETCTBEHHBIM.
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5.19. OcHoBaHMEM AJI1 MHUITUHUPOBAHMS POLIEYPHI BOCCTAHOBIICHHUS CIYKUT TIOJTHAS WIH
YqacTHYHAas yTpaTa HHPOPMALIMH BCIEICTBHE COOEB 000PYA0BaHMS, IPOTPAMMHOT0 0OecIieyeHus,
B KPUTHYECKHX ¥ KPHU3UCHBIX CHTyalllsiX. BoccTaHOBIeHHWE HaHHBIX TPOU3BOJUTCS
OTBETCTBEHHBIM.

5.20. BoccTaHoBneHHe YTPAadeHHBIX JAaHHBIX MPOU3BOMUTCS U3 PE3EPBHOM KOMUH,
o0ecreunBaioniel MHHUMAJIbHYIO TOTEPI0 JAHHBIX, COAEPKAIUXCA B HHPOPMALHOHHOM
pecypce.

5.21. B 3aBUCHUMOCTH OT XapakTepa U YpOBHS MOBPEKACHNUA HHPOPMALIMOHHBIX PECYpPCOB,
OTBEeTCTBEHHBIII BOCCTAaHABIMBAaET JHOO BECh AapXWB KOMHM JaHHBIX, JHOO OTIEIbHBIC
NOTEPSHHBIE YaCTH WM TEXHUYECKHE CPE/ICTBA U3 COOTBETCTBYIOLINX XPAHUIIUIIL.

5.22.Tlocne 3aBepuieHusi mpouecca BoccTaHOBIEHUS OTBETCTBEHHBIM IPOBEpSETCS
[EJIOCTHOCTh HMH(OPMAIIMOHHBIX PECYpCOB W KOppEKTHas padoTa TEXHHYECKUX CPEICTB
UHQOPMAIIMOHHBIX CHCTEM, TakKXe 3aloJHAIOTCS COOTBEeTCTByromue mons B JKypHane
PE3EPBHOTO KOMMPOBAHUS U BOCCTAHOBIICHHS HH(DOPMALIUH.

6. PEIHIEHHUE BOITPOCOB OBECIHEYEHMUSA BE3OITACHOCTU NIEPCOHAJIBHBIX
JAHHBIX B IUHAMMUKE UBSMEHEHUS OBCTAHOBKHU U KOHTPOJIA
IOOEKTUBHOCTHU 3AIUTBI

6.1. Mopepumzanus C3II[Jn nns ¢yaxkumonupyromux WMCIIIH YupexaeHus momkHA
OCYILECTBIIATHCSA B CIIy4ae:

—u3MeHeHust cocrtaBa uiau cTpykrypsl MCIIJIH wiM TeXHUYEeCKMX OCOOEHHOCTEHN ee
MOCTPOCHMsI (M3MEHEHHUs COCTaBa WM CTPYKTYPHI MPOTPAMMHOTO OOECIeUYeHHUs, TEXHUUECKUX
cpenctB o6padotku [1/1H, Tomonoruun UCIIH);

— U3MeHeHust coctaBa yrpo3 6ezonacHoctu [11n 8 UCIIdH;

— u3MeHeHust ypoBHs 3amuineHHoctd [1J{n npu ux obpadorke B UCII/H;

— MPOYUX CIAYYaAsIX, IO PEUICHUIO Y UPEKICHUS.

6.2. B mensax ompexaeneHuss HEOOXoauMocTd aopaboTku (MmomepHusanuu) C3I1IH He
pexe OJIHOTO pasa B TOJl OTBETCTBEHHBIM 3a opraHu3aiuio oopadorku [1/IH nomkHa TpOBOIUTHCS
npoBepka coctaBa u ctpykrypsl UCIIJIH, coctaBa yrpo3 6ezonacnoctu [1J{n B UCIIIH u ypoBHS
sammmenHoctd [1[ln mpu umx o6paborke B MCIIH, coOmroaeHus ycIOBUM HCIOJIB30BAHHS
CPEICTB 3amuThl HMHPOPMAIUU, MPEAYCMOTPEHHBIX OKCILTyaTallMOHHONM W TEXHUYECKOU
TOoKyMeHTanue. Pe3ynbpTaThl mpoBepkd OGOPMIISIIOTCS aKTOM TMPOBEPKH M YTBEPKIAIOTCS
PYKOBOAUTENEM Y UPEKICHHUS.

6.3. AHanu3 wuHIUIACHTOB Oec3omacHocTd IIJIH W cocTaBiIeHHME 3aKIIOUYCHHI B
00s13aTeTLbHOM TIOPSIIKE JOJKHO TPOBOIUTHCS B CIIydae BBISBICHUS CICIYIOMNX (HaKTOB:

— HecoOroieHre ycnoBuil xpanenust Hocurenei [1/1H;

— UCTIOJIb30BAHME CPEACTB 3aIUThl HHPOPMAIUU, KOTOPHIE MOTYT TMPUBECTH K
HapyIIEHUIO 3aJIaHHOTO YPOBHS 0e30macHOCTH (KoH(pUIEHITUATBHOCTB/
LETOCTHOCTH/A0CTYNHOCTD) [1/IH vy ApyruM HapyleHHUsIM, MPUBOASIIUM K CHIDKEHUIO YPOBHS
3amuieHHocTy 11/1H;

— HapylIeHue 3aJaHHoro ypoBHs  Oe3zomacHoctd I[I/lH  (koH(HUAEHIHATHHOCTH/
LEJI0CTHOCTB/IOCTYITHOCTB ).
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IMTPMJIOXXEHME Ne 1
K ITonokeHuto o opraHu3anuy 1 NpoBeIeHUI0 padoT

10 00eCTIeYeHUI0 Oe30MIaCHOCTH MePCOHATBHBIX

JTAHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX
cuctemax nepconanpHbix gaHHbIX KI'BY3 JIKKb

OT «__»

20 1.

[Inan MeponpuUsTHIA 0 3a1IUTE NEPCOHATBHBIX JaHHBIX
B KI'bY3 IKKb

Ne
n/n

HaumenoBanue MmeponpusiTust

Cpok
BBITIOJTHEHUS

IIpumeuanne

JlokyMeHTanpHOe
perinaMeHTrpoBanue padboTsl ¢ [11x

[Ipu
HEOOXOIMMOCTH

Pazpabotka OpraHU3aAINOHHO-
pacmopsiAUTEIBHBIX JOKYMEHTOB IO 3alllUTe
T1/1H, 100 BHECEHHE H3MEHEHUH B
CYIIIECTBYIONINE

[lony4yenue cormacuii cyOBEKTOB
s  (dusmyeckux  nmI)  Ha
obpabotky IIJIH B ciywasx, Korma
3TOTO TpeOyeT 3aKOHOJATEIbCTBO

ITocTosguuO

B cnyuasx, nmpenycMoTpeHHslx denepanbHBIM
3ak0OHOM  «O  TNEepCOHANBHBIX  JaHHBIX»,
obpabotka IIJI[H oCyIIEeCTBISETCS TOIBKO C
coryiacus B mucbMeHHOW (opme cyowekTa [1/1H.
®opma cornacus npuBeaeHa B [Ipukaze «O0
YTBEP)KICHUU bopm JOKYMEHTOB,
HEOOXOIUMBIX B LeIsX BBINOJIHEHUS
TpeOOBaHMI 3aKOHOAATENBLCTBA B  OONACTH
MEPCOHANBHBIX  JAaHHBIX».  PaBHO3HAYHBIM
coJepxalieMy COOCTBEHHOPYYHYIO IIOJIHCH
cyobekra [1/]H cornacuto B muCbMEeHHOH (opme
Ha OyMa)XHOM HOCHUTEJIe TIPU3HAETCS COTJIACHE B
dhopme 3JIEKTPOHHOTO JIOKYMEHTa,
MOJNHMCAHHOTO B COOTBETCTBUU C (eiepabHbIM
3aKOHOM 3JIEKTPOHHON MOJMHCHIO

IlepecMoTp nmoroBopa ¢ TpPETHHMH

JUTIAMA Ha TIOpy4YeHHe 00paboTKu
I1Ia

IIpu
HEOOXOINMOCTH

B caywae mopydenus oOpabotku  [1/{H
cyosekToB IIJIH TperbuMm muiaM (Hampumep,
KPEAUTHO-(DUHAHCOBBIM  YYPESKICHUSM) B
JIOTOBOP BKJIIOYAETCA MYHKT O COOJIIOICHUHN
KOHGHUACHIMAIBHOCTH NPH 00padotke I1/H, a
TaKkK€ YYUTBIBAIOTCSA TpeboBanms U.3 CT.6
OdenepanpHoro  3akoHa «O  TEPCOHATBHBIX
JTAHHBIX»

OrpaHnyeHne JOCTyIa COTPYIHUKOB
k I1/1a

IIpu
HEOOXOIUMOCTHU
(mpu  co3naHuu
NCI1n)

B cmygae cozmanms  MCII[dH, a Takxke
MIPUBEACHUS UMECIOIUXCSA NCIIIu B
COOTBETCTBHEC ¢  TpcOOBaHWSIMH  3aKOHA
HEO0XO0IUMO pasrpaHUIHTh JIOCTYII
COTpYJIHUKOB YupexaeHus k [1J1a

BsaumogelictBue ¢
I1Ia

cyOBeKTaMu

ITocTosuuO

Pabora ¢ oOpamenusimu cyobekToB [1J1H,
BEICHUE KYPHAJIOB yuera nepeavn
MIEPCOHANILHBIX TaHHBIX, 00pameHnii CyObeKTOB
I[Idn, yBemomienue cyowexktoB II[lH 00
VHUUYTOXKEHUM, W3MCHCHUU, MPEKPaIleHUN
00paboTKwH, YCTpaHCHUH HapyIIeHUH,
TMOTMYIIEHHBIX TIpu 00padoTtke I1/IH, momydeHnn
I1/1H OT TpeThUX JINIL




2

00I1Iero MoNb30BaHus, 00CCICUCHUS
oomena mexay UCII/Ia ¢ momMoIisio

CMEHHBIX  HOCHUTEJIEH, CO3JaHUs
ABTOHOMHBIX UCIIIn Ha
BhIIeNIeHHBIX  APM  u  mpouunx

JOCTYTIHBIX Mep

Ne Cpok
HaumeHnoBanmne MmeponpusiTust IIpumeuanne

n/n BbINOJIHEHU S

6. Benenue KypHAaJIOB yuera | [locTostHHO
3JIEKTPOHHBIX HOCHUTeJeH
MEePCOHAIBHBIX JAHHBIX, CPEICTB
3aIUThl THPOPMAIHH

7. [oBbiieHne kBanpukanuu | IlocTosHHO [loBbleHne  KBanM(UKALUK  COTPYAHUKOB,
COTPYIHHUKOB B 0O0JAaCTH 3alUThI OTBETCTBEHHBIX 3a BBITIOJHEHUE paboOT — He
[ u MEHee pa3a B TpH T0Ja, TOBBIICHUE

OCBEIOMJIEHHOCTH COTPYJHHKOB — TIOCTOSIHHO
(manHOE 00yYEeHHE MTPOBOIUT OTBETCTBECHHBIN 3a
obecnieuenue 6e3omacuoctu I11u B UCIIIH)

8. WuBenrapuzanus napopManmoHHeix | Pa3 B monrona [IpoBogutcss ¢ medbl0  BBISIBICHUS B
pecypcoB MHQOPMaIMOHHBIX pecypcax npucyrctsus [11x

9. YcranoBka cpokoB obpadotku I1[Ix | Ipu Hnsa  yaumuroxenuss II/Jln  VupexnaeHuem
W TPONENyphl MX YHUYTOXXEHHS TI0 | HEOOXOJUMOCTH | YCTAHABIUBAIOTCS Ccpoku obpabotku I1]1H,
OKOHYaHHUH CpoKa 00paboTKu KOTOpBIE JOKYMEHTAJIBHO MOJTBEPKAAIOTCS B

JIOKAJTbHBIX aKTax YupexaeHus. IIpu
MEePECMOTPE CPOKOB HEOOXOTUMBIE M3MECHEHHS
BHOCSITCS B COOTBETCTBYIOLTHE TOKYMEHTHI

10. YHu4uTOXKEHNE aneKkTpoHHBIX | [Ipn YHUUYTOKEHHE  JJIEKTPOHHBIX  (OyMaXKHBIX)
(6yMaXHBIX) HOCHUTEJICH | HCOOXOAMMOCTH | HOCUTeNeH HHpOpMalMU NOpPH JOCTHKCHUU
vHpOpMAIUU  TIPH  JTOCTIKCHHH uener  oopabotku II[IH  mpou3BOOUTCS ¢
uesneit oopadorku [1/10 opopmieHnneM AKTa Ha  COHMCaHHE H

YHHUYTOKECHHE  JJIEKTPOHHBIX  (OyMasKHBIX)
HOCHUTEJICH uHGOpPMAITIH, dopma
COOTBETCTBYIOLIETO aKkTa MpuBeAcHa B [Ipukase
«O KOMHUCCHH N0 YHUYTOKEHHUIO IEPCOHATBHBIX
JTAHHBIX»

11. Omnpenenenue ypoBHs | [Tpu Ompenenenre ypoBHs 3amuiieHHocTr [1J{H mpu
sammuienHoctd [l npu  ux | HeoOxoaumocTu | ux obpaborke B UCII/IH ocymecTBusieTcs mpu
oopadoTke B UCIT/IH co3manun WCII[IH, mpu H3MEHEHHH COCTaBa

I, o0bemMa  obOpabartbiBaecMmbix  [1/1H,
cyonexros [1/1n

12. BrusiBnenne yrpo3 OGesomacHoctu u | [lpm Pa3zpabaTpiBaeTcsi TpU  CO3MAHWUU  CHUCTEMBI
paspaboTka Moxeie yrpo3 u | HeobxomumocTu | 3amutel UCITIH
HapYIIATENS

13. ArtTecTtanus NCIIan Ha | [Ipn IIpoBoguTCcs COBMECTHO C  JIMLIEH3MATaMH
COOTBeTCTBHE  TpeOoBaHmsM 10 | HeoOxoaumoctu | DCTOK
obecneuenuro Oezomacuocty [1/]x

14. Oxcmnyararus UCITIa 1 xortpois | [TocTostHHO
oe3onacHoctu I110

15. [lonmxenue TpeboBanuii mo 3ammre | [Ipu B cnywae cozmanmsa MCII[dH, a Takxe
I[IJH 1myreM  CErMEHTHPOBAHHUSA | HCOOXOAMMOCTH | NMPHUBEACHUS HMEIOIUXCA NCIIIH B
UCIIH, oTkiIo4YeHuss OT ceTel COOTBETCTBHH C TPEOOBAHUSIMH 3aKOHA




IMTPMJIOXXEHME Ne 2
K ITonokeHuto o opraHu3anuy 1 NpoBeIeHUI0 padoT

10 00eCTIeYeHUI0 Oe30MIaCHOCTH MePCOHATBHBIX

JTAHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX
cuctemax nepconanpHbix gaHHbIX KI'BY3 JIKKb

OT «__»

20 1.

IInaH BHYTpPeHHHX IPOBEPOK PesKUMA 00PaGOTKH M 3alIUTHI NEPCOHATBbHBIX JAHHBIX

B KI'bY3 IKKb

Meponpustue

IepuoguyHoCTH

JlaTa, moanuch
HCIOJTHUTENS

OcyecTBIIeHUE BHYTPSHHETO KOHTPOJIS U (MJTH) ayIuTa COOT-
BercTBHsI 00padoTkn I1[IH ®3-152 «O mepcoHaNbHBIX aH-
HBIX» U TIPUHITHIM B COOTBETCTBUHU C HUM HOPMATHUBHBIM Ipa-
BOBBIM aKTaM

Pa3 B monroma

IIpoBepka O3HAKOMJICHUS COTPYIHHKOB, HEMOCPEICTBEHHO
ocymiecTBisSomux 0opadoTky I1/IH, ¢ MOIOKEHUIMH 3aKOHO-
natenscTBa Poccuiickoit @enepanuu o I1/1H, B TOM uncne Tpe-
OoBaHmsMU K 3amure [1/]H

Pa3 B monroma

IIpoBepka momydenus cornacuii cyonekroB I1/1H Ha 006paboT-
Ky [1JIH B cirydasix, Korzia 3Toro TpedyeT 3aKOHOIaTeNbCTBO

Pa3 B monroma

[IpoBepka noamnucaHus COTPYAHUKAMH, OCYILECTBIISIOIIUMHU
00pabotky [1/IH, 0cCHOBHBIX (OpPM, HEOOXOAUMBIX B LIEJSIX BBI-
NOJHEHUs TpeOOBaHMI 3aKOHONATENLCTBA B cepe 00paboTku
u 3amuThl [1IH:

- YBenomieHus o ¢akre o0padotku I1/IH 6e3 MCIoIb30BaHus
CPEICTB aBTOMATU3ALIH;

- O6s13arenbeTBa 0 cobmroneHnn KoHpuaennuansnoctu [1/1H;

- ®opMbl 03HAKOMJICHUS C IOJOXKEHHSIMHU 3aKOHOAATENILCTBA
Poccmiickoit  ®eneparun o [1/lH, JOKanbHBIMH aKTaMu
KI'bY3 JIKKB o Bonpocam o6padotku I1/1H;

- Paspsacuenns cyobekty [1JIH FopuIndecKuX OCIEACTBHM OT-
Ka3a npeaoctaBuTh cBou [1/1H

Pa3 B monroma

IIpoBepka yHHUTOXXEHUS MaTepualbHbIX Hocutened IIJIH ¢
COCTaBJICHHEM COOTBETCTBYIOLIETO aKkTa

Exeromno

[IpoBepka BegeHMs KypHAIOB MO Y4eTy oOpamieHui cyObek-
toB I1/1H u yuety nepenauu I[1/Ia cyObEKTOB TPETHUM JIHLIAM

Pa3 B monroma

[IpoBeneHne BHYTPEHHUX NPOBEPOK Ha IPEAMET BBIABICHUS
M3MEHEHHUH B paBuiax 00paboTku u 3amuThl [1/]H

Exxeronno

IIpoBepka coONIOACHWS YCIOBUH XpaHEHUS MaTephaIbHBIX
Hocuteneit [1J1a

Pa3 B monroma

[IpoBepka cocTosiHMS aKTyalbHOCTH YBeIOMIICHHS 00 oOpa-
00TKe (HaMEepEeHUH OCYIIECTRILITh 00padoTKy) I1/]H

Pa3 B monroma

10.

[MonnepkaHue B aKTyaJbHOM COCTOSHMHM OpPraHH3al[MOHHO-
PaCHOPSIUTENBHBIX JIOKYMEHTOB II0 BOIpOCaM 00pabOoTKH
II/lH, B TOM YuClIe AOKYMEHTOB, ONPEIACIISIONIUX IOJUTHKY
KI'bY3 JIKKb B otHOmMEeHNN 00padoTku I1/1x

Pa3 B monroma

11.

Opranuzanys aHaiu3a U MepecMOTpa UMEIOIIUXCS yrpo3 Oe-
3omacHocTd I1/[H, a Takke aHAIM3 W BBISIBICHHUE HOBBIX, CIIE
HEH3BECTHBIX, YT'PO3

Exeromno

12.

OneHka Bpena, KOTOPBIM MOXET ObITh MPUYMHEH CYOBEKTaM

Exeromno




JlaTa, noanuch

Ne Meponpusitue IepuoguyHoCTH
HCIOJTHUTEJIA

IIu B cinydae napymienus ®3-152 «O mepcoHalbHBIX AaH-
HBIX»

13. | IIpoBepka npumeHeHus s obecredenus 6ezomacuoctu I/ Pa3 B nosnrona
CPEJICTB 3aIIUThHI MH(OPMAITUH, TTPOIIC/IINX B YCTAHOBICHHOM
MOPSIKE TPOLIEYPY COOTBETCTBHSA

14. | Ouenka >p(heKTHBHOCTH IPHHUMAEMBIX Mep 10 obecrneuenuto | [Ipu HeoOXxoqumocTr
oe3onacHoctu [1]]H 10 BBoza B akcruryaranuto UCI n

15. | Konrpons yuera ManmmHHBIX HOocuTenei I1)[n Pa3 B monroga

16. | KouTposs 3a NPUHUMAEMbIMH MEPaMHU 110 0OECTICYEHUIO Oe- Pa3 B monrozna
3omacHocTH I1/Ia u ypoBHs 3ammmennoctw [1/{x 8 UCITJIH

17. | KonTpons mpaBui reHepalii ¥ CMEHBI IIAPOJIEH T0Ib30BaTe- EsxexBapranbHo
JIeH, 3aBE/ICHUS U yNIAJICHUS YUIETHBIX 3allUCEH MOIh30BaTENCH,
pean3aliii MpaBWJI pas3rpaHUYeHUs] JOCTYIOM, MOTHOMOYHN
nons3oBateneiit B UCTTIn

18. | KoHTponb BHECEHHS U3MEHEHUH B CTPYKTYPHO-(DYHKIHOHAIb- EsxxexBapranbHo
Hele xapakrepuctuku UCI/{x

19. | KoHTponb KOPPEKTHOCTH HACTPOEK CPEICTB 3allUTHl HH- Pa3 B mosrona
dhopmanuu

20. | KonTpous 3a 06ecreyeHreM pe3epBHOTO KOIUPOBAHHS EsxxexBapranbHo

21. | llognepkaHue B aKTyaabHOM COCTOSHHMH OPraHHU3al[MOHHO- Pa3 B mosrona

PACIOPAAUTCIIBHBIX JOKYMCHTOB 11O BOIIPOCAM 3allIMThI HHH




[MPMJIOXXEHUE Ne 3

K [TonoxeHuto mo opraHu3aiiy 1 NpoBeAeHUI0 padoT
1o obecredeHnio 6e30MacHOCTH ePCOHATBHBIX
JTAHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX
cuctemax nepconanpHbix gaHHbIX KI'BY3 JIKKb

OT «__» 20_ .

OT4ert 0 pe3yabTaTax NPoBeAeHUs BHYTPEHHE MPOBEPKU pexuMa 00padoTKM U 3aIUThI
nepconanabHbiX JaHHbIX B KI'BY3 JIKKbB

1.1 BHyTpeHHsAsI TpoBepKa MHpou3Be/icHa Ha OCHOBaHMM [I0JIOKEHMs 1O OpraHu3alud U IMPOBEIEHHUIO
paboT mo obecriedyeHNI0 0€30MaCHOCTH TIEPCOHANBHBIX JAaHHBIX TPU X 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX
nepconanbHbix JaHHbIX KI'BY3 JIKKD ot «__» 20_r.

1.2 IIpoBepka MpOBOAMIACE «___ » 20__ r. mo aapecy:

1.3B XO0J4¢C NPOBCPKHU ObLIH MMPOBCACHBI CICAYIOMINUC MCPOIIPUATHUA:
1y
2)
3)
4)
5)

1.4 Pe3ynbTaThl MPOBEACHUS TIPOBEPKHU:
1)
2)
3)
4)
5)

1.5 HeoOxoauMeie MEpOTIPUSATHSL.

Ha ocHoBanuu npoBeneHHsT BHYTPEHHEH MPOBEPKH pexunma oOpaboTku u 3amwutel 1[I0 pexomenayercs
OCYIIIECTBUTH CJIETYIOLINE MEPOTIPHATHSA:

1y

2)

3)

4)

5)

[onnucu OTBETCTBEHHBIX JIMII, MPOBOAMBIINX BHYTPEHHIOIO MPOBEPKY Pe:KUMa 00paboTKH 1 3amuThl [1/1H:

(nara) (moAmmck) (pacindpoBka momucy)

(nara) (TorHCh) (pacumidpoBKa MOAITUCH)

(nara) (TorHCh) (pacumidpoBKa MOAITUCH)



[MTPUJIOXEHUE Ne 4

K [lonoXkeHuIo 10 OpraHu3aluy U MPOBEACHUIO padoT

110 00eCIIeUYECHHUIO 0E30IIaCHOCTH MICPCOHAJIBHBIX

JaHHBIX IPU UX 00paboTKe B MH(POPMALIMOHHBIX
cuctemax nepconanbHbiX gaHHbIXx KI'BY3 JIKKb
20 1.

OT «__»

7KypHaJ pe3epBHOI0 KONMPOBAHNS/BOCCTAHOBJICHUS] JAHHBIX

Cxema pe3eps- aTta/Bpems Pe3yabTat peseps- Kommen
pesep Konupyemsie/Boc- A P Moanuck ¥ pesep .
Ne | HoOro xomupoBa- CO3/1aHUA damuinst HOI'0 KOIMPOBa- Tapuil
cTaHaBJuBaeMble | XpaHWIHIIe OTBETCTBEH-
n/n | HUA/BOCCTAHOB- KONMHUHI/BOCCTA | OTBETCTBEHHOI'0 HHUAA/BOCCTAHOBJICHUS
pecypcsl HOT'0

JIEHUSl TAaHHBIX HOBJIEHHUSI JaHHBIX

1 2 3 4 5 6 7 8 9




